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Datacryptor® AP 100 MBPS-IP Encryptor 

Wireless WAN Situation 
 

The manager of campus networking at a federal agency faced the common dilemma of increasing 
services in a climate of budgetary constraint. The agency regularly transmitted detailed financial 
information across its campus network. The federal government mandated that the agency encrypt 
all data, thereby ensuring the confidentiality and privacy of sensitive information about each and 
every U.S. citizen. At the same time, the agency was directed to reduce the cost of interconnecting 
its campus.  
 
The agency determined that replacing lines leased from a carrier with directional microwave radio 
systems would significantly reduce monthly network expenses at the agency’s primary campus. The 
campus consisted of eight buildings, several of which were in close proximity, but not adjacent. 
 
Rights-of-way for private fiber between some of the buildings were unobtainable. As an alternative 
the agency chose a high-throughput point-to-point microwave radio system operating at 100MB and 
1Gig.  Although the radios provided a means to scramble the signal, true encryption was not built 
into the radio system. 

 
Figure 1. Encrypted Wireless WAN, Voice, and Data  

 



  
 
 

 

Objective 

The overall objective was straightforward: protect transmitted data while reducing networking costs. This meant 

deploying a secure networking environment that was easy to install and interoperated with the microwave radio 

equipment. Because data was being transmitted through the air, it had to be encrypted to ensure confidentiality. 

The encryption process could not negatively affect network performance. 

Solution 
 
Thales e-Security installed both a full-duplex gigabit speed Datacryptor Gigabit encryption product 
(1.8 Gbps) and 100 MBPS-IP Datacryptor at each building that was attached via wireless links. The 
Datacryptor connected the radio system to the buildings’ gigabit speed LAN. The Datacryptor 
products security policies were configured to encrypt every packet that passed through the wireless 
network in compliance with the IPSec standard. The centrally located building contained several 
Datacryptor Gigabits, which enabled the agency to implement a hub and spoke network design. 

Results 
 
Using Thales e-Security’s Datacryptor Gigabits, the agency successfully encrypted all data 
transmitted over the microwave links while seamlessly integrating the units into the microwave radio 
system. The Datacryptor’s high throughput, low-latency architecture secured all the data in 
accordance with the IPSec standard while maintaining maximum data transmission rates. 
 
Significant cost saving were realized quickly. When compared to the expense of leased lines, the 
break-even point of the microwave radio systems and Thales e-Security Datacryptor Gigabit and 
100MB were reached in just five months. 
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